HNugopmanonnasi naMsATKA 11 HECOBEPLUICHHOICTHHUX I10 BOIIPOcaM
KHOep0e30nacHOCTH

B ceTd «AHTepHen

KoMnnIoTepHbI€ BUPYCHI

KomnproTepHBIid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX HPOTrpaMM,
OTJIMYUTEIHHOM OCOOCHHOCTHIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO
(konupoBaHHIO). B 1omonHeHHWE K 3TOMY, BHPYChl MOTYT IOBPEIUTh WIIU
MOJTHOCTHIO YHUYTOXUTH BCE (haiiyibl M TaHHBIE, IOJKOHTPOILHBIC MOIH30BATEIIO,
OT UMEHH KOTOpOTro ObLIa 3amylieHa 3apaxEHHasi IporpaMMa, a Takke MOBPEAUTD
WIN @K€ YHUUYTOXKUTH ONEpPAlMOHHYIO0 CUCTEMY CO BceMu (aitnamu B 1enom. B
OOJBIIMHCTBE CIIy4aeB PaCHpPOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOTPaAMM:

I. Hcenonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEpBbE3HBIN YPOBEHb 3aLUTHI OT BPEIOHOCHBIX POrPaMM;

2. [locTostHHO  ycTaHaBinuMBail maTuu (UMQPOBBIE 3aIUIATKH,
KOTOpbIE  aBTOMATHMYECKM YCTAHABJIMBAIOTCA C LEIbI0  JOpabOTKHU
OpOrpaMMbl) M JIpyrMe OOHOBJIEHUSI CBOEH ONEpPAlMOHHON CHCTEMBI.
CkaunBaii UX TOJBKO ¢ oduimanpbHOro cairta pazpadorumka OC. Ecmam
CYILIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PaboTail Ha cBOeM KOMIIbIOTEPE IMOJ] MpaBaMM MOJIb30BATENs, a
HE aJMHUHHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
MIPOTPaMM MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIBHOM KOMITBIOTEPE;

4. Ucnonw3yit AHTHUBUPYCHBIE  TPOTPAMMHBIE  IPOAYKTHI
U3BECTHBIX MIPOU3BOJUTENEH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

5. Orpannup  (uU3MYEeCKUd  AOCTYyn K  KOMIIBIOTEpY A
MOCTOPOHHHUX JIUIL;

6. Hcnons3yil BHemHHE HOcHUTENIW HHPOPMAIMKM, TaKhe Kak
bnemka, auck wim (aitn u3 HHTEepHETa, TOIBKO W3 MPOBEPEHHBIX
VCTOYHHKOB;

7. He otkpeiBaii KoMIbIOTEpHBIC (Dailibl, TOJyYEHHbIE U3
HEHaJIEKHBIX HMCTOYHHUKOB. Jlaxke Te hailsibl, KOTOphIE MpUCIAT TBOM

3HaKOMBIH. JIydlie yToUHM y HEero, OTHPABIISI JIM OH TeOe HX.



Cern WI-FI

C nomompo WI-Fi MOXHO mMonayuuth O€CIUIATHBIM MHTEPHET-IOCTYI B

0OIIIECTBEHHBIX MeCTax: Kade, OTessX, TOPrOBbIX LEHTpaxX U a’ponoprax. Tak xe
SIBJIIETCS. OTJIMYHOM BO3MOXKHOCTBIO BbIXOna B MHTepHeT. HOo MHOrme skcreprsl
CUMTAIOT, 4TO obmienoctynusie WiFi cetu He SBISIOTCS O€30MaCHBIMH.

CoBeTbl 110 0€30MaCHOCTH PadOTHI B 0011e10cTYNHBIX ceTsax Wi-fi

1. He mnepemaBaii cBow JMyHyl0 HMHGOpMAIMIO  4Yepes
obmenocrynueie Wi-Fi cetn. PaGoTass B HUX, *kelaTrelbHO HE BBOJUTH
MapoJIx JIOCTYNA, JIOTUHBI U KaKUe-TO HOMEPA;

2. Hcnone3yii ¥ OOHOBISH aHTUBUPYCHBIE MPOrpaMMbl U
Opanamaysp. TeM caMbIM Thl 00€30nacUlllb CE0s OT 3aKaYKU BUPycCa Ha TBOE
YCTPOWCTBO;

3. [Ipu wucnonb3zoBanuu Wi-Fi otkmoun ¢yHkuuio «OOmui
noctyn Kk (¢ainmam u npuHTepam». JlaHHas QyHKIUS 3aKpeITa 1O
YMOJIYAHUIO, OJIHAKO HEKOTOpBIE II0Jb30BATEIN AKTUBHUPYIOT €€ I
ya100CTBa UCIIOIb30BaHUs B paboTe MM yueoe;

4. He wucnonw3yit myOnauuneii WI-FI s mepenaum Ju4HBIX
JAHHBIX, HAMPUMED, ISl BBIXOJA B COLIMAJIbHBIE CETU WM B AJIIEKTPOHHYIO
MOUTY;

5. Hcnonb3yi Tonbko 3amunieHHoe coeauHenue yepes HTTPS, a
He HTTP, 1.e. npu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunbHOM TenedoHe oTkiaoun GyHKIuo «IloakmoueHne K
Wi-Fi aBromatnuecku». He nomyckaili aBTOMaTMYECKOTO MOIKIIOYEHUS

ycTpoiicTa k cetsim Wi-Fi 6e3 TBoero cormacusi.

ConmajbHbIe CeTH

ConmasibHast CeTh - 3TO CalT, KOTOPHIN MPEOCTABISET BO3MOKHOCTh JIFOSM
OCYIIECTBIISATh OOIIEHUE MEXIy coOoi B HWHTEepHeTe. Yamie BCero B HHUX JUIA
KOKIOTO YeJIOBeKa BBIIEISCTCS CBOS JUYHAS CTpaHWYKa, HAa KOTOPOH OH
yKa3bIBaeT 0 cebe paznuyHyr WHGOPMAIWIO, HAYWHAS OT WUMEHHU, (paMUINU U
3aKaH4MBas JUYHbIME (hoTorpadusmu. MHOTHE MOJIb30BaTEIN HE TIOHUMAIOT, YTO
uHpOpMaIIUs, pa3MelIeHHas MU B COIMAIBHBIX CETSIX, MOXKET OBbITh HalJleHa U
UCTIONIb30BaHA KEM YroJHO, B TOM UHCJIEe He o0s3areabHO C Omarumu

HaMCPCHUAMMU.



OcHOBHbBIE COBETHI 110 0€30MACHOCTH B COIMAJbHBIX CETAX:

1. OrpaHuyb CIUCOK Jipy3eid. Y TeOs B APY3bsiX HE JOKHO OBITh
CIIyYalHbIX ¥ HE3HAKOMBIX JIFOJIEH;

2.  3amMmand CBOKW YAaCTHYIO Ku3Hb. He ykasplBail mnapounw,
TenedoHbI, agpeca, ATy TBOErO0 POXICHUS U JAPYTYIO JIMYHYIO
uH(popMaIuio. 3I0yMBIIUICHHUKA MOTYT MCIIOJIh30BaTh Jake HH(OPMAIIUIO
0 TOM, KaK Thl U TBOU POJAUTENH INIAHUPYETE MPOBECTH KAHUKYJIbI,

3. 3amuiaii CBOI0 PENyTaluio - JAEPKU €€ B YUCTOTE W 3aJaBai
cebe Bompoc: XoTed Obl ThI, YTOOBI IPYTUE MOIH30BATEIN BHUIICTH, YTO ThHI
3arpyxaenis? Tlogymait, mpexxae 4eMm 4To-TO OmyOJIMKOBaTh, HAMKHCATh U
3arpy3uTh;

4. Ecnu 1Bl roBOpMIIL C JIIOABMH, KOTOPBIX HE 3HACIlb, HE
UCIIOJB3YH CBOE peaJlbHOE UMS W JPYIylo JHMYHYH HHGOpPMALUM: HUMS,
MECTO JKUTEILCTBA, MECTO Y4eObl U TIpOUEe;

5.  W3berait pasmemenus ¢Qororpapuii B HMuTepHere, Tae T
U300paK€H Ha MECTHOCTH, II0 KOTOPOM MOXXHO OIpEACIUTh TBOE
MECTOIOJI0KEHHE;

6. [Ipu peructpauuu B  COIMAIBHOH CETH  HEOOXOJIUMO
WCIIOJIB30BATh CJIOKHBIE TMApPOJIM, COCTOSANME W3 OykB W mudpp U C
KOJMYECTBOM 3HAKOB HE MEHeEE §;

7. Jlns columaabHOM CeTH, TOYThl U JPYTUX CAaWTOB HEOOXOIUMO
UCIIOJB30BaTh pa3Hble mapoju. Torma eciau TeOsS  B3JOMAlOT, TO

3JIOYMBIIIJICHHUKHU I10JIYy4aT AJOCTYII TOJIBKO K OAHOMY MECTY, @ HC BO BCC

cpasy.

DJICKTPOHHBIE TeHbLI'H

DNEeKTPOHHBIE JEHBI'M — 3TO OYEHb YAOOHBIM CMOCOO IIaTexel, OJHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHbIU.

DJIEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJABHO M UMEHHO U3-3a 3TOTO BO
MHOTUX TOCyapCTBax J0 CHX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHU (QYHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, I/Ie
UX Pa3JesioT HAa HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHHUMHbIE. PazHuia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTh onepaiuu 6e3
uAeHTUUKAIIMN ~ TOJB30BaTENsl, a B HE AaHOHUMHBIX HICHTU(DHUKAIIIN

I10JI30BATEIIS ABISETCA 00513aTEIILHOM.



Taxxe crhemyer pasnuuyaTh SJICKTPOHHBbIE (UATHBIE JE€HBI'M (pPaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) U JJIEKTPOHHbIE He(dUATHBIE JEHBI'M (HE PpPaBHBI
rOCYJapCTBEHHBIM BaJIIOTAM).

OcHoBHBIE COBETHI 110 0€30NACHOM padoTe ¢ IJTeKTPOHHBIMU I HbI AMMU:

1.  TlpuBsku K cueTy MOOMIBHBIN TenedoH. DTO camblil yIOOHBIMA
U OBICTPBINA CIIOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizanublil Tenedon
MIOMOXKET, €CJIM 3a0y/Ielllb CBOM IUIATEKHBIM MapoJib WIIM 3ai/Iellh Ha CAlT C
HE3HAKOMOT'0 YCTPOMCTBA;

2.  Hcnonb3yit oxpHopa3zoBble maposd. llocme mnepexoma Ha
YCUJICHHYIO aBTOpHU3alnio Tebe yxe He OyIeT yrpoxaTh OMAaCHOCTb KPaXKu
WJIU TIEpeXBaTa IJIATEKHOIO MapoJIs;

3. BriOepu cnoxubplii maposib. [IpectynmHukaMm OynieT HE TPOCTO
yrajath CIJIOXHBIM maposib. HajgexHele mapojii — 3TO Mapoiu, KOTOpBIE
coJlep’KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B €0l CTPOYHBIE U MPOIMUCHBIE
OyKkBbI, IUPPHI U HECKOJBKO CHMBOJIOB, TaKH€ KakK 3HAK jAojuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HAK U T.1. Hampumep, StROng!;;

4.  He BBOAM CBOM JMYHBIE JAHHBIE Ha CalTax, KOTOPBIM HE

AOBCPACIIb.

DJICKTPOHHAS MMOYTA

DJIEKTPOHHAsS MOYTa — 3TO TEXHOJIOTHS U MPEAOCTABISAEMBIE €10 YCIYTH 10
NEPECHUIKE U MOJYUYEHHUIO JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE pacpeesoTCs B
KOMITbIOTEPHOU ceTH. OOBIUHO BJIEKTPOHHBIA TMOYTOBBIM SIIMK BBITJISIAUT
CJIEIYIONMM 00pa30M: UMSI_TIOJb30BaTels @ umsi_jioMeHa. Takke KpoMe nepenadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIepe1aBaTh (pailiibl.

OcHoBHBIE COBETHI 10 0€30NaCHOI padoTe ¢ IJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBUiibHBIA MOYTOBBIN cepBuc. B MHTepHeTre
€CTh OTPOMHBIM BbIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYllle
JIOBEPSITh TEM, KOI0 3HACUIb U KTO NIEPBbI B PEUTHUHTE;

2. He ykaspiBali B JHMYHOW mMOYTE JHUYHYIO HHGOPMAIHIO.
Hanpumep, nyumie BboIOpaTh «My3bIKAIbHBIM_(paHAaT@» umm «pok2013»
BMECTO «TeMal3»;

3. Hcnonb3yil ABYXATalHYH aBTOPU3ALMIO. DTO KOrjaa MOMHUMO

1apoJisi Hy’)KHO BBOJUTH KOJ, IPUChUIaeMbIi 110 SMS;



4. BriGepu ciioxHBIA maponb. (oS KaKIOTro MOYTOBOTO SIIUKA
JIOJDKEH OBITh CBOM HA/ICKHBIM, YCTOWYMBBIN K B3JIOMY MapoJib;

5. Ecnu ectp BO3MOXHOCTh HamucaTh CaMOMY CBOM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. Hcnonb3yld HECKOJBKO TIOYTOBBIX SIIUKOB. [lepBeil s
YaCTHOM TMEpEeNnucKh C aapecaTaMd, KOTOPbIM Tbl JOBEpSACHIb. IJTO
AIIEKTPOHHBIN a/ipec HE HAJ0 MCIOJIb30BaTh MPH pErucTpainuu Ha Gopymax
U cauTax;

7. He otkpeiBail Qaiinel U Apyrue BIOXKEHUS B MHCbMax Jaxke
€CJIM OHU NPULUIM OT TBOUX Apy3eu. JIydille yrouHu y HUX, OTIPABIISIIM JIA
OHU TeOe AT (halJIbI;

8. [locne okoHuaHus pabOTHl HA TIOYTOBOM CEPBHUCE IMEpes

3aKpBITHEM BKJIAJKH C CAaTOM He 3a0yb HaXaTb Ha «BeIAT».

KuoepOoyJJIMHT WM BUPTYVAJbLHOE U31eBATEILCTBO

KubepOymmmar — npecie0BaHue COOOILIEHUSAMH, COJICpKAIUMHU
OCKOpOJIeHus, arpeccuio, 3alyruBaHueE; XYJIUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 110 00pBOE ¢ KNOEPOYJVIMHTOM:

1.  He 6pocaiics B 60ii. JIyummuii cmoco0: mOCOBETOBATHCS KaK ceOs

BECTU U, €CIUM HET TOro, K KOMY MOXHO OOpaTUThbCs, TO BHaudale

ycnokouThcsi. Ecam Tl  HayHemb OTBEYaTh OCKOPOJICHUSIMM — Ha

OCKOpOJIEHUSI, TO TOJIBKO €111e OOJIbIIE Pa30KKEITh KOH(DIUKT;

2. VYmpasnusii cBoelt kubeppenyranuei;
3. AHOHMMHOCT, B ceTH MHHMas. CymecTBylOT CIOCOObI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4.  He crouT BecTH XyJIUTaHCKUN 00pa3 BUPTYaJIbHOW >KHU3HHU.

WUuTtepHeT QukcupyeTr Bce TBOM JEUCTBHUSI M COXpaHSET UX. YIaIUTh HX

OyzaeT KpaiiHe 3aTpyAHUTEIbHO;

5. Benau ce6s BexINBO;
6. Urnopupyu €IMHUYHbBIN HETATUB. OnHopa3oBbIe

OCKOpOUTEIbHBIE COOOIIEHUS Jydllle HUTrHOpUpOBaTh. OOBIYHO arpeccus

IMPCKPAIACTCS Ha HavyaJIbHOU CTaIuu;



7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH
COOOIICHUAMHU, B COIMAJBHBIX CETAX €CThb BO3MOXKHOCTb OJIOKHPOBKH
OTIIPABKHU COOOIIEHUH C ONPEIeTICHHBIX a/IPECOB;

8. Ecmm T1b1 cBumerens kubepOymuinHra. TBou  nmedcTBus:
BBICTYIIUTh MPOTHB MpecienoBaTeNsd, MOKa3aTh €My, YTO €ro JACUCTBUA
OLICHUBAIOTCS HETaTUBHO, TOJJIEP)KaTh JKEPTBY, KOTOPOH  HYyXKHA
IICHXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3pOCIBIM O (haKTe arpecCUBHOIO

INOBCACHUS B CCTH.

MoouabHbIN TeJaehoH

CoBpemeHHbIe cMapT(OHBI U IJIAHIIIETHI COACPKAT B ce0e BIOJHE B3POCIIbIN
GyHKIIMOHAT, U Telmepb OHU MOTYT KOHKYpUpPOBaTh CO CTallUOHAPHBIMU
KoMmmbioTepamMu. OTHAKO, CPEJCTB 3aIUThI IS MMOJJOOHBIX YCTPOUCTB IMOKA OYEHb
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEW B HHUX [MPOUCXOJUT HE Tak
uHTEeHCUBHO, Kak miis [1K, To ske camoe kacaeTcst 1 MOOMITBHBIX TIPHIIOKEHUH.

CoBpemeHHbIE MOOWJIbBHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO paciiMpeHue (yHKIMOHAIa BIeYeT 3a CcoOOM
OOJIBIIIYIO CITOKHOCTh M MEHBIIIYIO 3alTUIIIEHHOCTD.

Jlaneko HE BCe MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIIHEC
KPUTHYECKHUE YSI3BUMOCTH JIJIsi CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHa:

1. Bynb octopoxeH, Beap koraa Ttede IpeayiararoT OecIuIaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO TJIaTHBIE YCIYTH;

2. Hywmaii, npexxne dem otnpaButh SMS, dboto wnm Bumeo. Thoi

TOYHO 3HACIIIb, T/Ie OHU OYAyT B KOHEUHOM UTOTE?

3. HeoOGxomumo OOHOBIISITH  OMEPAllUOHHYIO CHCTEMY TBOETO
cMapTdoHa;
4. Hcnonb3yil aHTUBUPYCHBIE MPOrpPaMMbl  JJII  MOOHMJIBHBIX

TenedOHOB,;

5. He 3arpyxail npuiioxkeHus OT HEM3BECTHOTO MCTOYHHMKA, BEIb

OHHU MOTYT COJIEp)KaTh BPEJOHOCHOE MPOrpaMMHOE 00eCTIeUeHHUE;

6. ITocne Toro kak Thl BBIWJECIIL C CAiTa, TJI€ BBOAWJ JIMYHYIO
uH(opMaruro, 3aiii1 B HACTpOHKH Opaysepa u yaaiau cookies;
7.  llepmomnueckn  mpoBepsANM — KakWe€  IUIATHBIE  YCIIYTH

AKTUBHUPOBAHBI HA TBOCM HOMCPC;



8.  [aBaii cBoil HOMEp MOOWUIBHOTO TeJIe(POHAa TOJBKO JIOASIM,
KOTOPBIX ThI 3HACIIIH K KOMY JIOBEPSEIIb;
0. Bluetooth gomkeH OBITH BBIKIIOYEH, KOrJa TbI HM HE

noJb3yenibes. He 3a0b1Bail nHOTa MPOBEPATH ITO.

OUINMHT WK KPa’Ka JHYHbIX JJAHHBIX

['maBHas menp QUIIMHT - BHAa VIHTEpHET-MOIICHHUYECTBA, COCTOUT B
MOJTyYeHUU KOH(PUICHIINATIHHBIX JTaHHBIX TOJB30BaTENIC — JIOTHHOB W MApOJICH.
Ha anrnmiickom si3bike phishing unrtaercss kak ¢ummar (ot fishing — peiOHas
J0BJIs, password — naposb).

OcHoBHBIE COBETHI 0 00pbOe ¢ GUIIMHTOM:

1.  Cnenu 3a cBonMM akkayHTOM. Ecim THI 1T0103peBaeIiib, YTO TBOS
aHkeTa Obla B3JOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATH €€ M COOOILIUTH
aIMIHUCTpATOPaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonw3yit Ge3omacHble BeO-CaWThl, B TOM YHCIIE, WHTEPHET-
Mara3uHOB U TTOMCKOBBIX CHCTEM;

3.  Hcmonp3y#i ciokHBIE W pa3HbIe Mapoiu. TakuM oOpa3om, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKU MOIyYaT AOCTYN TOJBKO K OJHOMY
TBOEMY MPODUITIO B CETH, & HE KO BCEM;

4.  Ecmum Teba B37OMaiM, TO HEOOXOAMMO MPEeAyHpeauTh BCeEX
CBOMX 3HAKOMBIX, KOTOpBIE J0OaBIEHBI y T€OsI B APY3bAX, O TOM, YTO TeOs
B3JIOMAJIA W, BO3MOXXHO, OT TBOETO MMEHHM OyJeT pacchliaThCs CaM |

CCBIJIKHM Ha (1)I/IH_II/IHI‘OBBIC CaﬁTBI;

5. Ycranosu HanexHsi napons (PIN) Ha MoOunbHBIN TenedoH;
6. OTxiTroun coxXpaHeHue apodsi B Opaysepe;
7. He otkpeiBail ¢aiiibl U Apyrue BIOKEHUS B IUCbMax Jaxe

€CJIM OHM MPUILUIM OT TBOMX Jipy3el. Jlyule yTouHd y HUX, OTIIPABIISLIN JIU

OHU TeOe AT (alJIbI.



